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www. iec.ch Lo o-rg www. itu.int

World Standards Cooperation

o IEC: EEERIEXELEE (International Electrotechnical Commission)

IEC 60255, IEC 60870, IEC/TS 61085, IEC 61334, IEC 61400, IEC 61850 . IEC
61891, 1EC 61968, IEC 61970 , IEC 62056, IEC 62196, IEC 62325, IEC 62351,

[EC/TR 62357 IEC 62394/ 62457/ 62480°*°__ecroneTsits _— >

e ISO: Ef1E#E{L #4448 (International Organization for Standardization.)

ISO/IEC 12139-1,ISO/IEC 14543-4,ISO/IEC 15045-1,ISO/IEC 15067-3.
ISO/IEC 18012-1,ISO/IEC 24767, 1SO/IEC 27000, ISO/IEC 14908

¥ Teo Lo:WorITsfﬁg
o ITU: EFRESIEIEES (International Telecommunication W

ITU-TENSEJ. 190, ITU-T G.hn
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ANSI: K E##% 1% (American National Standards Institute)

ANSI/ASHRAE 135-2008. ANSI C12X 4 — . ANSI/CEA 709 % 1f852.1LONTOFaJLAA—F
CENELEC : Fx i B K {Z%E{L 2 B & (Comite European de Normalisation ELECtrotechnique)
EN 13757-1, EN 50090 . EN 14908

ETSI: i 8 {E ¥ 13% (European Telecommunications Standards Institute)

ETSIM2M (TS 102 689/690/921)

IEEE : X[E 'R EFF £ (Institute of Electrical and Electronics Engineers, Inc.)

IEEE 8027 7=X!), IEEE 1379-2000. IEEE 1547 X A4 —. IEEE 1588, IEEE 1686—-2007.

IEEE 1888-2011. IEEE 61400-25. IEEE C37.118. IEEE P1901. IEEE P203031)—X

IETF: /23—y hE T2 X9 74—X (Internet Engineering Task Force)

IETF RFC 791, 768, 2460% . IETF RFC 5548, IETF 4919

NAESB: b K IR JLX—3R4EFE B & (North American Energy Standards Board)

NAESB WEQ 015, OASIS EMIX. Energy Usage Information Model

NERC: dt K& H{EFEE 17358 (North American Electric Reliability Corporation)

NERC CIP 002-009

NIST : K E E ;LR B T Z2 AT (National Institute of Standards and Technology)

NIST SP800-53., NIST SP800-82

NRECA: X E 2 XE HifRI$H S (National Rural Electric Cooperative Association)
Multispeak
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o KE BN D TA—T LERT—R TR R

. ASHRAE: * H%E;TJ ;EEEEI ?% (American Society of Heating, Refrigerating and Air—conditioning Engineers)
ANSI/ASHRAE 135-2008, BACNet
« DLMSa—H1%% (DLMS User Association)
DLMS/COSEM
e DNP —#H% JL—7 (Distributed Network Protocol Users Group)
DNP3
e  HomePlug/\T—ZA42 754 7> X (HomePlug Powerline Alliance)
HomePlug AV, HOMEPLUG C&C
«  KNX1#£ (KNX Association)
KNX
*  LONMARKA >4—7}<37F )L (LonMark International)
ANSI/CEA 709 1f852.1 LONZAFaJLARAL—}
« NEMA: E# & E 12 (National Electrical Manufacturers Association)
SG-AMI 1-2009
° *ﬁiﬁ'ft%#&*ﬁ%&%ﬁﬁﬂ% (Organization for the Advancement of Structured Information Standards: OASIS )
EI1.0/0OpenADR profile, EMIX
e OpenADR7SATIR
OpenADR2.0
o SAE: XEBEEFITE#S (Society of Automotive Engineers)
SAE J1772, SAE J2293, SAE J2836. SAE J2847
« UCAEK1—H%4 )L—F (UCA International User Group: UCAlug)
OpenADE, OpenADR. OpenHAN, AMI-SEC
o ZigBee73AT 2R
ZigBee. Building Automation Profile, Home Automation Profile, Smart Energy Profile (SEP)
o Z-Wave7 34T R
Z—Wave
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1 TRILF—BHREVLEEREE (Energy Independence and
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Security Act of 2007 : EISA2007)

KEIOZEBRERZARIEL. RR—FVIREBETEHT NI ROV RT
LDHEEER%AGEET 5L —LT—VFIEDI—T 4 —21&RIZEIL
EER T ZE AT (National Institute of Standards and Technology :NIST) &
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1 DEWG (Domain Expert Working Group) Z#H #5

NISTIX,. A¥X—FJUYRDBEIL—LT—IDEEHEBELT
KEIRILF—ENEREBLZEO TERIAL-ERHRE O E 5T
TdHDGWAC (GridWise Architecture Council) EX BT, LLTD6D

DAI—RJ ) YFEEBEECEDEMARICKAEET IL—T
(Domain Expert Working Group: DEWG) Z#A##L 7=,
OTnD (EERENFDIEEIR)
QH2G(ERMNBRMADENHFRICEAT 20 FDEERR)
@B2G (MM RMADENHFRICET 520 FDEERR)
@RG(EERFENDRMKADENHHRICEAT I EFOEEIRE)
GBnP(EDRRAR) O —IZET 50 FDIEXEE)
®Cyber ( RTX—FJUIFBAED YA N—tF 1) T4 D FDEEEE)
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MEZULHL, EUOHL WEDRENLETEIGEEIC. TDOBEZEERR
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BIGE. FTDXyT% YR HEE AT/ JL (Smart Grid
#BHA-HnO—kK<y Interoperability Panel: SGIP) s &L . 1Z£#1t
T%#1ERT 5 O—FIYy7BARDELEERDS
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NISTIZZ7z—X1DEEDRYF L&HEKEE H P RAZEFT (Electric
Power Research Institute : EPRI) [ZFEEE,

EPRIIZ. DEWGHDEMARMNSDIRE . HWIZ. BEDAT—LJ 1)k
BEEXT—IHRILE DS MEHFTREL-2R7—0 avTORE%E
EYUFEED ., NT) oA M RBEL T200948 A ZNISTIZiZH .

NISTIZLE 2—%#T200949 A IZINIST Framework and Roadmap for
Smart Grid Interoperability Standards Release 1.0 (Draft) &L T2,

BENANAET/NT )Y AL ERD . TOHRERBLT. 2010
&1 AIZINIST Framework and Roadmap for Smart Grid Interoperability
Standards, Release 1.0]ELTERIZARAESh, 72— 1DEEIEET,

[Release 1.0JiRTld. A¥—FJ ) YRICEAET HN\ALRIILIZSE
ETIVEERT HELEBIT, 250 BRFEERKERT— M) yFEEE
HKELTHEL, BIZ,. SRRV DBDELGHDEL TS0 EEEMNTE
ELTWS, F=. TOHRTRAIZERNLEGISIHBZETEL., — &
(320094 (2, ZD1H20104F IR T HREFLLSERMLG A
WA=V D ERTE SN T-B S {TEIETE (Priority Action Plan:PAP) H3%k
ESN TS,
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EREAR-FELZESR
(Standing Committees &
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L (SGAC)

FE=

Working Groups: SC&WG)
TATSLIRDOAVET4R

(PMO) Z (D o D S A B ppq

el Tl T L

—
HHE 2 (Government Board) . [l st e
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SGIPOHEHREBELND1DTHASGTCCIE., SGIPHHERET HRAT—FT )y
FIEEDIVTSATUR HEERY. M\ —X21UTsDHER. 2
AEITODICKHELGEE, RUBBOIL—LT—0%E/R. RELZE
HLEEBEMELTRIISNERET. 717 51232 F(TUV
Rheinland) . UL (Underwriters Laboratories) & DR S8 . 304
DEETHEBIN TS,
SGTCCONETHRRIFLLTDESY,
e SGTCC Testing & Certification Roadmap

SGTCCOfE - R E|LSGTCCTDREARIZTOVVTDELED
e IPRM(Interoperability Process Reference Manual )

AR—rJ)yRDOHER. BEEDIL—0 7 —0%FLH-EH
e T&C Landscape Report

AR—rJ)yFEAEEEDREDHER. RiIRREBELL-EH
e T&C Framework Development Guide
BRE. O—FIYyTRUIPRMOBE .. TVFY—IVFTOHEEERMER
ERIGEDELTHR,
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1.4 NISTRY—KFJ)YFBEIL—LT—IE

1 NIST Framework and Roadmap for Smart Grid Interoperability

Standards, Release 1.0

e 201018, 3ERBEDRI—FJ ) yRiZE{LEEHE I —X1OBREMEL TR

e RI—FMIYYRDED Y N(LRIIBESSBETILEES

o  25NBFELERRERT—M)YFEERRELTHE

o BT, SEBEHVPDELGEDELTS0RIEZEEBMIETE

o ZTOHRTRAIERVPVLELZISHBZETEL., —HI2009F I, TDME2010FEHPIfFRT HREL
LSERMEIAILAR—U DR TE SN =B EITENETE (Priority Action Plan: PAP) % %K 5E

o HAN—EFXA)TAITHTH VRIEBIL—LT—HVLEREES

1 NIST Framework and Roadmap for Smart Grid Interoperability

Standards, Release 2.0 (Draft)
o 2011510A., SEREDRT—MJ ) yFIZBE(LEEFTE Iz —X2, SDEBRRERBRLI-BLDZE, /ATy
DArAMNREDT=HDRSTMRELT AR

o RELGZEEARK. 7T—FTIFVYIL—LT—H(ZEALTY)—R1.0DMESBETILEKIBIZHEELT=C
L& SCIPOEEBABRRE . RU . Y1/ —tFX21)T«IZBT 57D RO ERDE®R

o RY—FVyFEAEREELTHEL-BIEEERBHA. 2555352180
o ARRX—FJUYRIZERT BICIESEREAVPDETRIE A0 56212180
«  PAPDIE B #II15H 51912180

2012/2/10 © 2012 InterTech Research Corporation 14



E

1. X

IZEB1FBRT—RT YR BIE =

InterTech Research
_ Corporation

2 AX—FUIRBEBRBETI
Conceptual Model

—

er g
S f — ; Service
m:— SR . Dperations o Provider

o

.Ha.‘eneratlur.- T
''L‘'''‘\--ll-..—-"\l--.--"’_""JI
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T TAToRBO T 55—
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IRl [EBEssvEnRmmIHLTIERER

Service Provider

e a Y ik

EH

Operations

EROBEDEEE

RRREE

Bulk Generation

KRBEOREF - RERH RTEHHEKTD
EHITEET A ELHLHBKRELLE)

EE

Transmission
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21 TIVRLRAKRCADER]R
KEDO—EPD iz TIE, 2000 ELIENMNSFERIETOY 5L (Demand Response Program:DRP) &
FEIENSHIENBEAShHL-,

DRPI& . X E DI R #E PR E (Independent System Operator: ISO) NEET AIREEEEF. BH
IZNGEYBEXEERIUVRAFTERMRITOTAOSTS L, BEMIZIE. ROD203H S,

1) {EEE 0% 5L (Reliability Program)
ISOM, BEFHANFTRLEIHKRRICIHLT,. KOFERHSWIIFHREREZEF OREEE
FHITHRLT, AFEEN/ FHEREREBOERZLHTIOIIA
XBAXRTOROFERITH T HMERFREZLICHES

2) $¥% 8% 5L (Economic Program)
RAKAFEROPEHNFTEERIX. HEBEATIBEAND=XLZANT,. F—RHERARICHETE
MNELI-IGRHIRTEIFTEEL. EEFHIRL -GS DHMIMEEZ AL THLS, 1SOIL. FHEM
EiBY 5L, AEMEORZVAKOFTERCENNMGEEEXZEBICVELENEIBESDIEBHH
ZE 71TV RO E B REREET S
O BEIQTSLIZENMLI-BHNGREEL, HAEZHETH5KEL T, DRPIZHIET
AERBREERAITOHEA= 2—2FH-ITEREL-. ELLDIEILUTDELY T, ChHADROFEE!
THd,
o« Y7 IL3ALL¥£E (Real-Time Pricing: RTP)
o« RBE—VERIE¥ £ (Critical-Peak Pricing: CPP)
« FEEEEREL (Demand Buyback)
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9 DRPTHWonT=. FERMITERMEAZ 21—
o Y7 ILZA L¥}4E (Real-Time Pricing: RTP)

BIZ&Y /BRREIZKY (BIZ BRI L) ERHENRLY . — BRTOCKEMHE
HICEDEBAMEHAFTERICERSNDS

XKAKETIL, 2003 FERF R TN EREEENERVLERTPEIREL TS
o R F—HIERE ¥ 2 (Critical-Peak Pricing: CPP)

—BZ3IDDREM(E—9 . A T7E—9 ., SYRE—) 253 1T 1=9E K B o) B R 1 1 #

% (Time of Use: TOU) ICINZ T. £ TH M., I FICEBTHCENTRE
heE—VEREIC. BICEVEEZERTH10

« ZE H R L (Demand Buyback)

BHNGEEEELN. FEOHBTFOFEHFERZEHL,. TNIZIHLTHER
NEEFHIFTHLDOT,. EVWRLAMIZEEHQFrDOMEHELEERT S
XDRMD E—BEH) RN—r4¥l & (Peak Time Rebate:PTR) 22

DRPIL. HIE ATIGICH T HHEER /A DOMH CEBEEEORLEED
MREZHFLTEASN=LDTHSN, LLEDEBY  RT—FT )R ELNS

EENHICHBIIBEIILHEIZ. TIVRLARCZAD LA A FE E A>T
T::tb‘\ﬁ]\b\éo
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22 TRURLRAKRY RDEHAEFE
n TIVKRLAAR X (Demand Response :DR) D E &

/Demand Response : Changes in electric use by\
demand-side resources from their normal consumption
patterns in response to changes in the price of
electricity, or to incentive payments designed to induce

lower electricity use at times of high wholesale market
prices or when system reliability is jeopardized.

Demand Response Research Center, Lawrence Berkley National Lab

HEBAMEDERAFTRINIY, RIROEEMEN
BEOLNYLESGHSIC. ENEBDODEEZDMM
D& Ao T4 T EAVTEREDENFER/Z—

\J: YENFEZBETSEHEHEHA /
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a9 TIVEY AR AR (DSM)  DRESE I (Energy Efficiency:
EE) DHEER

R SH-T =L L
FEETE — SR A FEETE — RO TR
FRURAH TR TR A DSM FTEL AR DR
— EEHE(DLC: direct Load Control) — ATt —EZ A

{HHEA O
S it BROBSHEEEE|HUIC & SIS CEALE DT B (F AT 3u 7R D LY,
SUNFRAMOCRCILU T —#RFECT | FEXCEHEAFE G RIGEED DL R W

TG E e B R BERET S [ZFES 0. EE0HHEFLHETOEERA
BiET 2 Ea — iR (CPP: Critical Peak price)
e o B[l B2 (TOU: Time—of-Use Rate) UT L5 LS (RTP: Real-Time prics)
Aza— S22 — B~ —F (PTR: Peak Time Rebate)
F Db Efﬁ%%%g%ﬁgﬁ%;ﬁﬁﬂﬁb\ia?@r SUEREHY
DSM (EnergyEEErientv) DR
BHEE GRE) IpLX—BiENeE BHFH (L)
(EEmH A
— 1 Tt (B)
BHEE BENEEGHE)
Japiipen | | ENRE(RR)
. . HERMEICEITE
. — EMEELI-EIRIL E—Shvk,
FICEEMGH & *— E—5Tk
PXICTOHHBRIZTE
£ B i 2 - B A
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*URFOHEMTIEBIMEREE, A TR EL D
Ho: ARBRT RBIECPDI=MEIRT— /)y F B OME-BE AR R X —H R - HiTMR-)
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BHGEDREIEA= 21—

BRaE—/-WEE € (CPP: Critical Peak price)
BEHEICERNEELEILES . BEOSLIZIE—VBBHICEREFESE. &
EOE—IHEIYEISICEMEEREN BRSNS EIEEEL, EEMFHE
RETH, ENSIE, FRBTEREEDRIE—IITHET 5=HFETD
E—VBREHERT 5-OFREHRFEREZLTCVADT, EICEEZHIRT
BIENTENL, RBFEREDHHIZKELHENHLHEHFIN TS,

7 LR AL LFlE (RTP: Real-Time price)
BEXHEOREBEERDHAZHE NHIGMELGELEESELIDHARTPTH D,
IREIE, 28 -E3ER(REOEKRD)T7ILEA L) DEE ATHiEME TIEEL,
Al B DENE A THIGEE O, U7 ILEA LG (B HFHRFAETIS) OFIE FAE
NAWVWLGN TS, LT, FERIL. FHUBRRBORERETFOE H@EEE
HoMLHIRETES ., REIZFIRENTNA LD ITHERIC EITHNKE AMIEHMN
ELY . MO BREEHLEETSDT,. ERRZHHNTZICIE. TBEYDE R
NN

NKETIE., 201 1 FEFE TIZNear Real TimeR—X (5 ENTBEZETE) TA—3—
BRAIREH KD LS5,
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Role of Demand Response in
Electric Power Systems

Spinning
Reserve
Daily (fast) DR
Peak Real-Time

Load DR

Managed

Daily Time-Of-
Energy Use
Efficiency Energy

Service Levels Time of Use Service Levels
Optimized Optimized Temporarily Reduced

Demand Response Research Center, "Demand Response Best Practices, Design Guidelines and Standards, Work Papers",
presentation to California Public Liilties Commission, December 2008,
i #2 : Bonnville Power Administration, [Demand Response in the Pacific Northwest ]

2012/2/10 © 2012 InterTech Research Corporation 25



2. TIVKRLARRRA

V'—
P—
A
A
D —

InterTech Research
Corporation

2.4 OpenADRH IR D #3245

.........

| ooy g

Research initiated by LBNL/ DRRC

(California Energy Commission PIER)

Pilots and field trials

- 2003: Developments, tests

- 2004: Scaled-up tests, relay

- 2005-064: CPP/ Auto-CPP (PGA&E)

el Tl T L

Official OpenADR specification (v1.0)
by LBNL/CEC*

2002 2003 2004 2005

—

GRC}LBNL (cEC)\

Research & Deptaymanls\
\, (2002- 2007) s
it

-

ORRO/LBNL (CEQ)
Specification

(2007-2009)
JR0UTR008)
—onsis % s

- T
Eiiisityy \.‘ D UCAIug

Interoperation TC  /
. (8]

> ! OpenADR Taskforce)
N Boosy

—
~ ~.

IEC
K (Future)

2012/2/10

2006

1. Pilots and field trials
OpenADR - Wholesale markets (Storage,
Commercidlization renewable, ancillary services)
(PG&E, SCE,jand SDGAE) - Pacific-NW (Winter DR)
- International demos.
2. Dynamic Pricing
3. Industrial/Residential
2007 2008 2009 2010 2011

1. OpenADR donated for Standards
Development

- UCA OpenADR Taskforce formed

- OASIS Bl TC (OpenADR v2.0)

2. NIST Smart Grid, PAP 09

3. DR SGIG awarded to Honeywell
- Enable 80MW Auto-DR in CA

Alliance Certification/Testing

Hi 88 : OpenADR7 54 7> X Enabling The Standard for Automated Demand Response |
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Modbus
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Generation .

i # : SGIP—'Customer Energy Services Interface White Paper |
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Customer
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DD;
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Electric Electric Electric Electric Electric
Loads Loads Loads Loads Loads

Commercial and Industrial Customers

Residential —

Il ial
OpenADR{—FﬁL\T::/Z'T'.L\ﬁFJZW] Small Commercial Customers
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AMNSI/ASHRAE 135-2008/1S0 16484-5 BACnet — A Data Communication ANSL/American Society of Heating, Refrigeration, and Air Conditioning

1|Protocol for Building Automation and Contral Networks | |Engineers (ASHRAE) 135-2010/1S0 16484-5 BACnet
ANSI C12 Suite ANSI C12 Suite
ANSI G121 ANSI C12.1
«ANSI C12.18/1EEE P1701/MC1218 «ANSI C12.18-2006:

2]- ANSI C12.18/MC1218 2|« ANSI ©12.19-2008
«ANSI G12.20 «ANSI G12.20
«ANSI C12.21/1EEE P1702/MGC1221 «ANSI C12.21/IEEE P1702/MGC 1221
ANSI/CEA 708 and CEA 852.1 LON Protosal Suite: ANSI/CEA 708 and Consumar Elsctronios Asscolation (CEA) 852.1 LON
*ANSI/CEA 709.1-B-2002 Control Network Protocol Specification Protocol Sulte:
« ANSI/CEA 709.2=-A R-2006 Control Network Power Line (PL) Channe! =ANSL/CEA T708.1-B-2002 Contral Network Protocol Specification
Specification *ANSI/CEA 709.2-A R-2006 Control Network Power Line (PL) Channel

|*ANSI/CEA 708.3 R-2004 Free-Topology Twisted-Pair Channel Specification a|Specification
*ANSI/CEA-T02.4:1990 Fiber—0ptic Channel Specification ANSL/CEA T08.3 B-2004 Free-Topology Twisted-Pair Channel Specification
*CEA=-852.1:2000 Enhanced Tunneling Device Area Network Protocols Over «ANSI/CEA=T709.4:1999 Fiber—0Optic Channel Specification
Internet Protocol Channels «CEA-852.1:200% Enhanced Tunneling Device Area Network Protocols Over

Internet Protocol Channels

DNP3 IEEE 1815 (DNP3)

4 4|IEEE Xplore = [EEE Std 1815-2010

5 IEC 60870-6 / TASE.2 5 IEC 60B70-6 / Telecontrol Application Service Element 2 (TASE.2)

g[lEC 61850 Suite g|IEC 61850 Suite

7|lEC 61868/61970 Suites 7[IEC 61868/61970 Suites
IEEE C37.118 IEEE G37.118-2005

8 {To be published as IEEE C37.118.1 and [EEE C37.118.2 in its new revision)

o [lEEE 1547 Suite g|IEEE 1547 Suite
IEEE 1588 -IEEE 1588

10 10].IEEE ©37.238
Internet Protocol Suite including, but not limited to IETF RFC 2460 (IPv6) Internet Protocol Suite, Request for Comments (RFC) 6272, Internet

11|*IETF RFC 791 (IPv4) 11|Protocals for the Smart Grid.
*Core Protocol in the Internet Suite, draft—-baker—ietf-core-04
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No. Release | OC R SN - =% No. Release? OCEM S o=

Inter-System Protocol(ISP)-based Broadband-Power Line Carrier (PLC)
coexistence mechanism: (Portion of) IEEE 1901-2010 (ISP} and International
12|Telesommunications Unien Telesommunisation Standardization Seetor (ITU-
T) G.9572 (06/2010) IEEE 1801-2010

192 |Multispeak 13|Multispeak

EMA Smart Grid Standards Publication SG-AMI 1-2008 - Requiraments for
14]smart Meter Upgradeability

15|NAESE WEQ19, REQ18, Energy Usage Information

NISTIR 7761, NIST Guidelines for Assessing Wireless Standards for Smart
16]Grid Applications

13|OpenADR 17|Open Automated Demand Response (OpenADR)
14|OPC-UA Industrial 18|OPC-UA Industrial
1510pen Geospatial Consortium Geography Markup Language (GML) 1a|Open Geospatial Consortium Geography Markup Language (GML)
1612 1gBee/HomePlug Smart Energy Profile 2.0 90|Smart Energy Profile 2.0
Requirements and Guidelines
17 OpenHAN 21 OpenHAN
18JAEIC Guidelines v2.0 99 |AEIC Guidelines

SAE J1772: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle

23|Conductive Charge Coupler

a2

SAE J2836/1: Use Cases for Communication Between Plug=in Vehicles and
24lthe Utility Grid

95|SGTCC Interoperability Process Reference Manual (IPRM)

Cyber Security

Security Profile for Advanced Metering Infrastructure, v 1.0, Advanced Security Profile for Advanced Metering Infrastructure, v 1.0, Advanced

18 Security Acceleration Project = Smart Grid, December 10, 2009 27 Security Acceleration Projest = Smart Grid, December 10, 2008
Department of Homeland Security, National Cyber Security Division. 2008, Department of Homeland Security, National Cyber Security Division. 2008,

oplSeptember. Catalog of Control Systems Security: Recommendations for ng|3eptember. Catalog of Control Systems Security: Recommendations for
Standards Developers. Standards Developers.

21|PHS Cyber Security Procurement Language for Control Systems 9g|PHS Cyber Security Procurement Language for Control Systems
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No. Releasel DCm A ] - 1m0 No. Release? 0 Cim Al Ta ik
po|[EC 62351 Parts 1-8 30|IEC 62351 Parts 1-8
o3 [IEEE 1686-2007 =1 [[EEE 1686-2007
24|NERC CIP 002-009 35 |NERC CIP 002-009
25[NIST Special Publication (SP) 800-53, NIST SP 800-82 a3|MIST Special Publication (SP) B00-53
26 34 IEC 61851
MISTIR 7628
27 a5|* Introduction to NISTIR 7628
Guidalines for Smart Grid Cyber Security (Vall, Vol2 Vol3)
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No. Release | 0C Mo Release? 0T e I-1o 0
«ANSI G12.22=-2008/1EEE P1703/MC 1222 «ANSI G12.22=-2008/1EEE P1703/MC1222
1|*ANSI C12.23 ANSIG12.23
«ANSI G12.24 ANSIC12.24
CableLabs PacketCable Security Monitoring and Automation Architecture CablelLabs PacketCable Security Monitoring and Automation Architecture
Technical Report Technical Report
Global Positioning System (GPS) Standard Positicning Service (SPS) Signal Global Positioning System (GPS) Standard Positioning Service (SPS) Signal
3 Specification Specification
g|HomePlug AV
5|HomePlug C&C
g|IEEE 61400-25 IEEE 61400-25
7|ITU Recommandation G.9860 (G.hn) ITU Recommendation G.9960/G.9661 (G.hn)
g|IEEE P1501 IEEE P 1901
IEEE P1901.2 and [TU-T G.9955/G.9956 (Ghrem)
o|ISO/IEC 8824 ASN.1 (Abstract Syntax Notation) ISO/IEC 8824 ASN.1 (Abstract Syntax Notation)
10JISQ/IEC 12135-1 ISO/IEC 12130-1
11|IEEE 802 Family IEEE 802 Family
12|TIA TR-45/3GPP2 Family of Standards TIA TR=45/3GPP2 Family of Standards
3GPP Family of Standards = Including 2G {CSD, HSCSD, GPRS, EDGE, EDGE 3GPP Family of Standards = Including 2G (CSD, HSCSD, GPRS, EDGE, EDGE
13|Evelution), 3G (UMTS/FOMA, W-CDMA EUTRAN, HSPA, HSPA=+ 4G (LTE Evolution), 3G (UMTS/FOMA, W-CDMA EUTRAN, HSPA, HSPA+, 4G (LTE
Advanced) Advanced)
14 ETSI GMRB=1 3G Family of standards ETSI GMR=-1 3G Family of standards
15 ISA SP100 ISA SP100
Network Management Standards = including Internet based standards such as Metwork Management Standards = including Internet based standards such as
ig[DMTF, CIM, WBEM, ANSIINCITS 438=2008, SNMP v3, netoonf, STD 62, and OSI=|DMTF, CIM, WBEM, ANSI INCITS 438=2008, SNMP v3, neteonf, 8TD 62, and OSI-
based standards ineluding CMIP/CMI3 based standards including CMIP/CMIS
1 7|NIST SP 500-267 NIST SP 500-267
18|Z-wave Z=wave
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IEEE P2030 IEEE 2030 Standards:
-IEEE P2030
19 -IEEE P2030,1
-IEEE P2030.2

20|performance requirements

IEC 60929 AC-supplied electronic ballasts for tabular flusrescent lamps -

performance regquirements

IEC 60929 AC-supplied electronic ballasts for tabular fluarescent lamps -

[EC/TR 61000-1-2 (2002-08) Ed. 1.0
«|[EC/TR 61000-1-5 (2004-11) Ed. 1.0
{IEC 81000-2-5

IEC 681000-2-9 (1996-02) Ed. 1.0
*[EC 81000-2-10 (1898-11) Ed. 1.0
*IEC 61000~-2-11 (1999-02) Ed. 1.0
*[EC 81000-2-13 (2005-03) Ed. 1.0
IEC 61000-4-2

IEC 61000-4-3

{IEC §1000-4-4

IEC 61000-4-5

IEC 61000-4-6

+IEC 61000-4-8

+IEC 61000-4-11

{IEC 61000-4-18

+[EC 61000-4-23 (2000-10) Ed. 1.0
+|EC 61000-4-24 (1997-02) Ed. 1.0
+[EC/TR 61000-4-32 (2002-10) Ed. 1.0
+IEC 61000-4-33 (2005-09) Ed. 1.0
[EC/TR 61000-4-35 (2009-07) Ed. 1.0
{I[EC/TR 61000-5-3 (1998-07} Ed. 1.0
-IEC/TS 61000-5-4 (1996-08) Ed. 1.0
:IEC 61000-5-5 (19596-02) Ed. 1.0
:IEC 61000-5-6 (2002-06) Ed. 1.0
[EC 61000~-5-7 (2001-01) Ed. 1.0
-IEC/TS 61000-5-8 (2005-08) Ed. 1.0
{[EG/TS 61000-5-9 (2009-07) Ed. 1.0
-IEC 61000-6-5

-lEC 61000-6-6 (2003-04) Ed. 1.0
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21

IEC 62056 Device Language Message Specification (DLMS}/Companion
Specification for Energy Metering (COSEM )} Electricity metering = Data
exchange for meter reading. tariff and load contral

IEC 62056 Device Language Message Specification (DLMS}/Companion
Specification for Energy Metering (COSEM ) Electricity metering = Data
exchange for meter reading, tariff and load contral

22

IEC PAS 82559

IEC PAS 82559

IEC 60870-2-1

IEC 60255— 22=x

-1 : Relay immunity

=2: ESD

=3: RF immunity

=4: EFT

-5: Surge

-6: Conducted Immunity

]EC CISPR 22 and IEEE C63.022 - 1886

IEC CISPR 24

IEC 61326x series

IEEE 1560

IEEE 1613

IEEE P1642

IEEE 473

IEEE P1775/1.8.7, March 2009

IEEE C83.16=1983

IEEE C37.90-2005IEEE C37.90-2005
«C37.90.1-2002 {electrical transient immunity)
+037.90.2-2004 (radiated EM immunity)
*(037.90.3-2001 (electrostatic discharge immunity)

2

Lo

IEEE G37.2=-2008
IEEE Standard Electric Power System Device Function Numbers

IEEE C37.2=-2008
IEEE Standard Electric Power System Device Function Numbers

24

IEEE C37.111-198489
IEEE Standard Common Format for Transient Data Exchange (COMTRADE) for
Power Systems {COMTRADE)

IEEE C37.111-19889
IEEE Standard Common Format for Transient Data Exchange (COMTRADE) for
Power Systems (COMTRADE)

25

IEEE ©37.232
Recommended Practice for Naming Time Sequence Data Files

IEEE ©37.232
Recommended Practice for Naming Time Sequence Data Files

26

IEEE 1159.3
Recommended Practice for the Transfer of Power Quality Data

IEEE 1159.3
Recommended Practice for the Transfer of Power Quality Data

27

IEEE 1378-2000

IEEE 13782000
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g ISO/IEC 15045, " A Residential gateway model for Home Elestronic System.’ ISO/IEC 15045, "A Residential gateway model for Home Electronic System.

29

ISO/IEC 150687-3 "Model of an energy management system for the Home
Electronic System.”

ISO/IEC 15067-3 "Model of an energy management system for the Home
Electronic System.”

30

ISO/IEC 18012, "Guidelines for Product Interoperability.”

ISO/IEC 18012, "Guidelines for Product Interoperability.

31

*Morth American Energy Standards Board (NAESE)
«Open Access Same=-Time Information Systems (QASIS)

*Morth American Energy Standards Board (MAESE)
Open Access Same=-Time Information Systems {QASIS)

32

NAESB WEQ 015 Business Practices for Wholesale Electricity Demand Response
Programs

NAESB WEQ 015 Business Practices for Wholesale Elestricity Demand Responses
Programs

OASIS Energy Interoperation (El)

33

=2
oy

ErA . il e el
MNEMA Smart Grid Standards
e Boakome | e o m ol o by il
armart Meter Upgradeablity

b

OASIS EMIX (Energy Market Information eXchange)

Organization for the Advancement of Structured Information Standard (OASIS)

34 EMIX (Energy Market Information eXchange)
25 Fix Protocol, Ltd. FIXML Financial Information eXchange Markup Language Fix Protocol, Ltd. FIXML Financial Information eXchange Markup Language
36| CASIS oBIX OASIS oBIX
37| QASIS WS-Calendar OASIS WS-Calendar
2g|SAE J1772 Electrical Connector between PEV and EVSE
39| SAE J2836/1-3 Use Cases for PEV Interactions
4p|BAE J2847/1-3 Communications for PEV Interactions SAE J2847/1-3 Communications for PEV Interactions
41|W3C Simple Object Access Protocol {SOAP) W3C Simple Object Access Protocol (SOAP)
47|W3C WSEDL Web Service Definition Language W3IC WSDL Web Service Definition Language
43 W3IC XML eXtensible Markup Language W3C XML eXtensible Markup Language
44|W3C XSD (XML Definition) W3C X8D (XML Definition)
45|W3C EXI Wac EXI
2012/2/10 40
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US Department of Transportation s Federal Highway Administration’ s Intelligent |US Department of Transportation s Federal Highway Administration s Intelligent
48| Transportation System (ITS) Standard NTCIP 1213, "Electrical Lighting and Transportation System (ITS) Standard NTCIP 1213, "Electrical Lighting and
Management Systems (ELMS) Management Systems (ELMS)
CpenADE

Energy Service Provider Interface

UL=1741 The Standard for Static inverters and Charge Controllers For uss in
Photovoltaic Power Systems

Cyber Securit\f‘m
47|I1SA SP88 ISA 8P93
aglis027000 15027000
49|NIST FIPS 140-2 NIST FIPS 140-2
s5n|OASIS WS=Security and QOASIS suite of security standards OASIS WS=Security and OASIS suite of security standards
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Meter Upgradeabllity Standard

Scope: PAPOQ defined requirements including secure local and remote upgrades of
smart meters.

Output: Mational Electrical Manufacturers Association (NEMA) Meter Upgradeability
Standard SG-Advanced Metering Infrastructure (AMD) 1-2009

Date: Completed 2008

Given that Internet technologies play an important role in support of the Smart
Grid information networks, it is critical to identify the appropriate Internet
standards or Internet Engineering Task Force “requests for comments” (RFCs)
that are suitable for use in the contaxt of the Smart Grid. This action plan
presents steps for developing guidelines for the use of the IP protocol suite by
working with key SDO committess to determine the characteristics of Smart Grid
application areas and domain types and the applicable IP protocols that are
suitable for use by these applications and domains. The networking standards
identified under this action plan will define a significant portion of the interfaces to
Smart Grid equipment and systems for both intra—domain and inter—domain
applications.

NIST expects the initial guidelines, based on the existing Smart Grid requirements,
to be completed by mid=year 2010

Role of [P in the Smart Grid

Scope: For interoperable networks it is important to study the suitability of Internet
networking technologies for Smart Grid applications. PAPO1" s work area
investigates the capabilities of protocols and technologies in the Internet Protocal
Suite by working with key SS0O committees to determine the characteristics of
each protocol for Smart Grid application areas and types.

Output: This PAP' s work culminated in publication of a Request for Comment
(RFC) cataloguing a core Internet Protocol Suite for [P-based Smart Grid and its
acceptance by the SGIPGB in December 2010 as a Smart Grid standard.

Date: Completed 2010

Wireless technologies can be used in field environments across the Smart Grid,
including generation plants, transmission systems, substations, distribution
systems, and customer premises communications. The choice of wireless, type of
wireleas, or non—wirgless must be made with full knowledge of the appropriate use
of the technology.

This plan will investigate the use of wireless communications for different Smart
Grid applications by assessing the strengths, weaknesses, capabilities, and
constraints of existing and emerging standards—based technologies for wireless
communications. The approach is to work with key SDO committess to determine
the characteristics of sach technology for Smart Grid application areas and types.
Results will be used in evaluations of the appropriateness of wireless
communications teshnologies for Smart Grid applications.

NIST expacts the initial guidelines, based on the existing Smart Grid requirements,
to be completed by mid=year 2010

Wiraless Communications for the Smart Grid

Scope: This PAP' s work area investigates and evaluates existing and emerging
standards—based physical media for wireless communications. The approach is to
work with the appropriate SDOs to determine the communication requirements of
Smart Grid applications and how well they can be supported by wireless
technologies. Results are used to assess the appropriateness of wirsless
sommunications technologies for meeting Smart Grid applications.

Output: PAPO2 compiled Smart Grid communication requirements and a catalog for
wireless standards and their characterizations. The PAP developed an evaluation
methodology published in " Guidelines for Assessing Wireless Communications for
Smart Grid Applications, Version 1.0" in July 2011,

Date: 2011,
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Actions under this plan will result in 2 common specification for price and product Gurnrnr.rri Prioa Communioation Modsl!

definition. This specification will be used in demand response applications, market |Soope: Coordination of energy supply and demand reguires a common
transactions, distributed energy resource integration, meter communications, and |understanding of supply and demand. A simple guotation of price, guantity, and
many other inter-domain communications. Businesses, homes, electric vehicles, characteristics in a8 consistent way scross markets enables new markets and

and the power grid will benefit from automated and timely communication of integration of distributed energy resources. Price and product definition are key to
energy prices, characteristics, guantities, and related transparent market accounting. Better communication of actionable energy prices
information. facilitates effective dynamic pricing and is necessary for net=zero=energy buildings,
Price is @ number associated with product characteristics, including delivery supply=demand integration, and other efficiency and sustainability initiatives.
3|schedule, guality (reliability, power quality, source, etc.). and environmental and Common, up=to=the=moment pricing information is also an enabler of local
regulatory characteristics. Price also is 8 common abstraction for sbundance, generation and storage of energy, such as electric=charging and thermal=storage
scarcity, and other market conditions. A common price model will define how to technelogies for homes and buildings. PAPD3 builds on existing work in financial
exchange dats on energy characteristics, evailability, and schedules to support energy merkets and existing demand response programs to imtegrate with schedule
efficient communication of information in any market. and interval specifications under development. This PAP overlaps with others that

include price and product information (4, 6, B, 9, 10, and 11J,

Expected Outputs: OASIS Energy Market Information Exchange standard version
1.0, Zigbee Smart Energy 2.0.

Data: 2011.

Already important, coordination of supply and demand in the grid will be critical as |Common Schedule Communication Mechanism

distributed energy resources increase and as renewable energy resources account |Scope: Under this plan, NIST and collaborators will develop a standard for how

for @ growing share of electric power. Beyond electromechanical devices and schedule and event information is passed between and within services. The output
eguipment, it is necessary to coordinate enterprise activities, home operations and|will be a specification that can then be incorporated into price, demand=response,
family schedules, and market operations. Thus, 8 common schedule specification is |and other specifications.

required for the Smart Grid and the many sectors that interact with the grid. This Project Plan was developed in comjunction with PAPD3 (Develop Common
Under this plan, NIST and collgborators are surveying existing calendaring Specification for Price and Product Definition). Participants include, but are not
specifications. They will develop a standard for how schedule and event limited to, International Electrotechnical Commission (IEC), North American Energy
4 information is passed between and within services, The ocutput will be a micro= Standards Board (NAESB), other OASIS Technical Committees, and ZigBee Smart
specification that can then be incorporated into price, demand=response, and Energy Profile.
other specifications, Easy integration of the specification will facilitate 8 common |Expected Outputs: A common standard for transmitting calendaring infermation will
scheduling operation across different domains and diverse contracts, enable the coordination necessary to improve energy efficiency and overall
A draft is scheduled for completion by the end of April 2010 so that it can be performance. The Galendar Consortium will complete its current work in 2011 on
included in the Common Specification for Price and Product Definition plam. eXtensible Markup Langusee (XML) serialization of iCalendar into a Web-service
component (QASIS Web Services={WS)=Calendar).
Date: 2011,
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This action plan will define meter data in standard profiles. The common profiles
will benefit not only the utility company, but alsc customers and the devices they
use to manage their energy consumption, such as thermostats and building
automation systems. Other potential clients exist inside and outside of the
customer premises.

Action plan tasks include compietion of AEIG Guidelines v2.0, mapping utility
reguirements expressed via AEIC Guidelines v2.0 to ANSI G12.18 device classes
by March 2010, and expressing AEIC Guidelines v2.0 in terms of one or more
additional ANSI G12.18 device classes by May 2010. Other tasks include socializing|
the existence of additional tables within ANSI C12.21-2006 and C12.22-2008 and
socializing the existence and application of existing default sets, and the definition
of new default sets, device classes, and profiles via Web conferences, all

by fourth quarter 2010,

Standard Meter Data Profiles

Scope: The Smart Grid recognizes that several clients may require local access to
meter data, and these data may be on the same order of complexity as the meter
itself, Such potential clients might range from thermostats to building automation
systems. Qther potential clients will exist inside and outside of the customers'
premises. Meter interface will reach across various domains including Operations
{e.g. Metering System). Customer {e.g.. Customer Energy Management System
(EMS) and Submeter), and Distribution {e.g.. Workforce Tool and Field Devices).

The ANSI C12.19 standard contains an extensive set of end device {e2.g., meter)
data tables. This large set of tables makes it time—consuming for utilities (and other
service providers) to understand the standard and specify the proper tables for
specific applications. The objective of this Priority Action Flan is to develop a
smaller set of data tables that will meet the needs of most utilities and simplify the
meter procurement process.

Expected Qutputs: Minimize variation and maximize interoperability of application
services and behaviors within ANSI G12.18=-2006, ANSI G12.19=-2008, ANSI C12.21-
2008, and ANSI G12.22=2008.

Date; 2011,

gL

Commeon Semantic Model for Meter Data Tables

Scope: There are currently several “meter models” in standard existence. These
include ANSI G12.18, Device Language Message Specification (DLMS)/ Companion
Specification for Energy Metenng (COSEM)/IEC 62056, [EC 61968 CIM, and IEC
61850, As the Smart Grid requires interoperation between meters and many other
applications and services, the existence of unigue forms of datas representation
pertinent to a single actor 15 problematic, reguiring complex gateways to transiate
this representation into alternate formats for information sharing.

PAPDG works with industry stakeholders to translate the ANSI G12.19 End Device
(meter) data model to and from a common form that will allow the semantics of this
and End Device models in other standards to be more readily harmonized. The
objective is to allow the lossless translation from the common form to the various
syntactic representstions prevalent in each domain. Details will include the
representation of the Decade/Table/Element model. PAPDG develops an exact and
reusable representation of the ANSI C12.19 data model in the presentation form of
Unified Markup Language (UML),

Expected Outputs: A side=by-side comparison of the ANSI C12.19 UML mode! and
the [EC 61868=8 UML model to illustrate gaps and overlaps.

Date: 2011,
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Energy storage is required to accommodate the increasing penetration of Energy Storage Interconnection Guidslines

intermittent renewsble energy resources and to improve Electric Power System Scope: Energy storage is expected to play an increasingly important role in the
(EPS) performance. Consistent. uniformly applied interconnection and information |evolution of the power grid, particularly to accommodate increasing penetration of
model standards, supported by impiementation guidelines, are required for energy |intermittent renewable energy resources and to improve electrical power system

storage devices (ES). power electronics interconnection of distributed energy (EPS) performance. Coordinated, consistent, electrical interconnection standards;
resources (DER), hybrid generation=storage systems (ES-DER), and plug=in communication standards; and implementation guidelines are required for energy
electric vehicles (PEV) used as storage. A broad set of stakeholders and SDOs storage devices (ES), power—electronics—connected distributed energy resources
have besn enlisted to address this nesd. (DER), hybrid generation—storage systems ES-DER), and the ES-DER aspects of
Significant progress has been made in meeting the objectives of the Energy plug=in electric vehicles (PEV).

Storage PAP. The first draft of a Scoping Document defining interconnection A broad set of stakeholders and SD0s are nesded to address this coordination and
requirements across a broad range of anticipated ES=DER scenarios (including evolution in order to update or augment the IEEE 1547 electrical interconnection

islanding) has been completed and posted on the NIST Smart Grid Collaberation standards series as appropriate to accommodate Smart Grid reguirements and to
Site. The Scoping Document describes EPS applications of dispatchable ES-DER, |extend the ES=DER object models in IEC §1850-7-420 as needed. Coordination

multifunctional operational interface capabilities of mechanical with Underwriters Laboratories (UL), Society for Automotive Engineers (SAE),
generators {rotating machines) and electronic generators (power electronics— National Electrical Code-{NEG-) National Fire Protection Association (NFPA)TO,
based inverters), business and regulatory issues influencing the deployment of ES=|and Canadian Standards Association (GSA) will be required to ensure safe and
DER devices, and emerging storage and power electronics technologies that will reliable implementation. This effort will need to address residential, commercial, and
influence the timeline for introduction of ES-DER devices. A process has also industrial applications at the grid distribution level and utility/Regional Transmission
been initiated to identify and develop ES-DER use cases (UUCs), and to prioritize  |Operator (RTO) applications at the grid transmission level,

and roadmap the standards development reguired to meet urgent near—term Expected Outputs: [EEE 1547.8, [EC 61850-7-420.

deployments while ensuring consistency of standards for the broad spectrum of Date: 2012,
future ES-DER applications.

The Scoping Document and the prioritized timeline for ES=DER applications will
expedite the formation of new standards projects for Smart Gnd dispatchable ES=
DER extensions of the IEEE 1547 series of standards, which define the physical
and electrical interconnection of DERs with the gnd. The Scoping Document and
UGCs will also be used by a similar fast=tracking effort focused on defining ES-DER
object models in the IEG §1850-7-420 standards to accommodate Smart Grid
reguirements. Collaborations with UL, SAE, NEC-NFPATO0, and CSA also have
been initiated to focus on specifications for safe and reliable implementation.
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Thls action plan intends to ensure that new Smart Grid eguipment for distribution |CIM for Distribution Grid Management
grid operations, currently deploying in many different grid environments, can Soope; Standards are urgently needed to enable the rapid integration of wind, solar,
readily communicate with new and legacy egquipment and act on the information and other renewable resources, and to achieve greater reliability and immunity to
exchanged. To ensure the interoperability of new eguipment, the strategy calls for |grid instabilities resulting from their wide=scale deployment, which is radically
defining the key distribution applications that will enable Smart Grid functions for |changing how the power system must operate. The use of standardized object
substation automation, integration of distributed energy resources, equipment models, such as the CIM and 61850, will support the interoperability of information
condition monitoring, and geospatial location; evaluating existing standsrds; and exchanges that is critically needed to ensure a more reliable and efficient grid.
coordinating the necessary standards development work., This work will enable the |PAPDS will coordinate with; PAPs 3, 4, 8, or 10 on any use cases involving Demand
integration of data and information from egquipment in the distribution grid with Response (DR}, pricing signals, and other customer interactions: PAPDT on any use
information used for enterprise back—office systems, cases involving energy storage and Distributed Energy Resources (DER}) PAPT1 on

g|Efforts are focusing on three standards used in North American distribution any use cases involving PEVs; PAP14 on any use cases involving " CIM wires

systems, The standards differ in the type of dats models they use, Their
integration will enable many new Smart Grid applications and will lower technical
barriers to the implementation of these applications. Currently. none of these
standards has a complete dats mode! for distributed energy rescurces, eguipment
condition monitering data, geospatial location, and other information that

will underpin Smart Grid technologies and applications. It is critical to act quickly
on the initial tasks defined in this action plan since deployments, particularly those
funded by the Department of Energy Smart Grid grants and demonstration
projects, are under way.

medels” or transmission-related interactions; and CSWG on security efforts,
Expected Outputs: [EC §1868, [EC 619870, and IEC 61850
Date: 2011.

While the value of DR is generally well understood, the interaction patterns,
semantics, and information conveyed vary. Price (often with the time that the
price is effective), grid integrity signals {e.g., event levels of low, medium, high), and
possibly environmental signals {e.g., ar guality) are components of DR
communications. Defining consistent signal semantics for DR will make the
information conveyed more consistent scross Smart Grid domains.

g The swift deployment of smart meters and the integration of distributed energy

resources (DER) into the grid require DR standards. As represented in this plan,
the focus of the DR standards effort 1s to integrate the standards work in
QpenADR, OpensG, [EC TCS7, and MAESE efforts, along with the input of other
stakeholders to deliver a draft DR specification in January 2010, The initial
emphasis is on meeting utility DR reguirements, while developing an extensible
signaling framework that sllows continued development of DER semantics.

Standard DR and DER Signals

Scope: Demand Response communications cover interactions betwsen wholesale
markets and retail utilities and aggregators, as well as between these entities and
the end=load customers who reduce demand in response to gnd reliability or price
signals. While the value of DR is generally well understood, the interaction patterns,
semantics, and information conveyed vary. Defining consistent signal semantics for
DR will make the information conveyed more consisient across Smart Grid
domains.

Expected Outputs: OASIS Energy Interoperation standard version 1.0, Zigbee
Smart Energy 2.0.

Date: 2011.

2012/2/10

© 2012 InterTech Research Corporation

46



£%E3:1))—R1.0KRUV2.0(=F T HPAPLLE

"= InterTech Research
y _____ 4 .
e Corporation

el Tl T L

Release OB A COPAP (Wrat) (YSS

= 3

This action plan will lzad to data standards to exchange fine—grained and timely
information about energy usage. The first gosl is agreement on a core information
set to enable integration of usage information throughout facility decision
processes. Gustomers and customer—authorized third=party service providers will
use these standards to access energy usage information from the Smart Grid and
meter, enabling them to make better decisions about energy use and conservation.
Consumers and premises—based systems will use these standards to provide real=
time feedback on present and projected performance. Using the Smart Grid
infrastructure, this information will be shared with the facility: 8 home, building. or
industrial installation. Two=way flows of usage information will improve
collaboration and thereby energy efficiency.

The data standards will enable immediate and widespread benefit. They will
support access to monthly usage information, which may already be available, as
well 83 near-real-time information as smart meters and other devices are
deployed. The standards will enable innovaticn by third=party service and software
providers in providing novel ways to help consumers and operations manage their
energy usage. In the sbsence of these standards, software

developers and utilities would have to negotiate pair=wise interfaces. an
impractical situation.

The standards will also promote more responsive facilities. Devices that deliver
and understand common usage information can be deployed more guickly, These
standards must be developed on an aggressive tmetable. States such as Califormia
and Texas heve mandated that consumers have electronic access to such dats in
2010, This action plan will result in both an initial specification of narrower
information to satisfy regulatory mandates by February 2010 and a requirements=
besed definition for standard energy usage within the facility as well as to and from
the Smart Grid by mid=2010.

Standard Energy Usage Information
Soope; This action plan led to data standards to exchange detailed information
about energy usage in & timely manner. The first goal was agreement on the core
information set to enable integration of usage information throughout facility
decision processes, Customers and customer—authorized third=party service
providers will use these standards to access energy usage information from the
Smart Grid and meter, enabling them to make better decisions about energy use
and conservation. Gonsumers and premises=based systems will use these
standards to provide resl-time feedback on present and projected performance.
Using the Smart Grid infrastructure, this information will be shared with the facility:
a home, building, or industrial installation. Two=way flows of usage information will
improve collaboration and energy efficiency.

Outputs: Implementation of a plan to expadite harmonized standards developmeant
and adoption: QASIS, [ECGTE70/61868, IECG1850, ANSI C12.18/22, PAP1T/
American Society of Heating, Refrigerating and Air Conditioning Engineers
(ASHRAE} SPC201, and ZigBee Smart Energy Profile {3EP) 2.0,

Date: Completed 2011.
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This action plan will define data standards to enable the charging of plug=in Common Object Modsis for Electric Transportation
electric vehicles (PEVs). The specifications will cover charging at home or away Soope; PAP11 ensures that the grid can support the massive charging of cars and
from home using a8 special rate schedule, discharging of PEV energy storage for help to popularize the adoption of PEVs. Standards will optimize charging
demand response purposes, and admimistration and monitoring. The standards will |capabilities and vendor innovation, allowing for more creative engineering and
allow the charging flexibility necessary for PEVs to meet customer needs. They automobile amenities, This PAP also supports energy storage integration with the
11 also will encourage the adoption of electric vehicles for general-purpose distribution grid as addressed by PAPOT.
transportation. Thiz anticipated trend would faveorably affect the nation’ & energy  |Expected Outputs: SAE J1772, SAE JZB36/1, and SAE J2847/1. SAE J1772 and
portfolio, The standards developed under this action plan will benefit electric SAE J2836/1 standards have been completed and approved, and they are included
utilities by supporting charging during off-peak, low-demand periods and enabling |in the Catalog of Standards. SAE J2847/1 will be submitted for approval later in
energy stored in PEVs to be returmed to the grid during high-demand pericds. The |2011.
objectives described below are expected to be completed by December 2010, Date: 2011,
There is an urgent need for distribution and transmission communication networks |Mapping [EEE 1815 (DNP3) to IEGC 61850 Objects
currently using the legacy DNPJ protocol to support the exchanges of larger Scope: This action plan focuses on developing the means to enable transport of
volumes of data (with low latency/time delays) necessary to achieve new Smart  |select Smart Grid data and related services over legacy Distributed Network
Grid capabilities. This action plan focuses on developing the means to enable Protocel (DMP}3 networks. This will be sccomplished, in part. by defining 2 method
transport of select Smart Grid data and related services over legacy DNP3 to map the exchange of certain data types and services between DMNF3 and the
networks. This will be sccomplished. in part, by defining a8 method to map the newer IEC 61850 Standard for Gommunication Networks and Systems in
exchange of certain data types and services between DMP3 and the newer IEC Substations, This is to be published as IEC §1850-80-2, Standard for Exchanging
61850 Standard for Communication Networks and Systems in Substations. I[EC Information between Metworks Implementing IEC 61850 and IEEE Std 1815 {DNP3),
; 61850 is considered to be a standard better suited to support Smart Grid DMNP3 was adopted by IEEE as Standard 1815 in 2010. [EEE is now developing

functions. IEG 61850 is a comprehensive standard for substation automation that
supports monitoring and control of grid equipment (relays, circuit breakers,
transformers) as well as renewsble energy resources. Many of the new Smart Grid
deployments, including those funded under Department of Energy Smart Grid
grants programs, will require rapid, high—bandwidth communications that are better
supported by [EC 618580, The tasks of this action plan include performing a gap
analysis to identify the extent to which DMP3 meets Smart Grid reguirements.
Guidelines for achieving interoperable integration of DNP3 with EC 61850 and
other Smart Grid standards will be produced in 2010,

Standard 1815.1 which includes upgraded security,
Expeotad Outputs: [EC 61B50-80-2, [EEE 1815.1.
Date; 2011,
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For the integration of PMU and PDGC data based on IEEE C37.118 mm IEC 61850 Harmunlutlun of IEEE £37.118 with IEC 81850 and Pracision Time
a new work [tem has already been issued as a joint work Item for [EEE and [EC. Synchronization
The work has been sircufated within [EC TC57. Within the IEC, a task force as part|Scope: The current primary standard for the communication of phasor
of working group 10 may be created to support that work from the IEC side. In measurement unit {PMU) and phasor data concentrator (PDC) data and information
IEEE. the Power System Relaying Committee (PSRC) H11 Working Group (WG) is |is the IEEE Standard C37.118, which was published in 20035, This standard also
responsible for ©37.118. These will be the key SDOs for that part of the work. includes requirements for the measurement and determination of phasor values.
From a procedural viewpoint, the integration of PMU and PDC data inte [EC 61850 |IEC 61850 is seen as a key standard for all substation and field equipment
cannot be considered as an independent standard. Integration will affect several |operating under both real=time and non=real time applications. The use of [EC
parts of the existing IEC 61850 standard. Therefore, NIST recommends the 61850 for wide—area communication is already discussed in IEC 61850-30-1 (Draft
development of a technical report {similar to [EC 81850=-90=1) that addresses all |Technical Report) in the context of communication between substations. It appears
the issues related to the problem. While the final responsibility of the work will be |possible to use a similar approach for the transmission of PMU and PDC data, but
in the joint IEEE/IEC task force, the PAP collaborators will provide technical input |the capability needs to be formally defined in I[EC 61850, This action plan seeks to
to the SDO, will interact with the stakeholders like NASPL and support assist and aocelerate the integration of standards that can impast phasor
demonstration activities. measurament and applications depending on PMU=- and PDC-based data and
For time synchronization, this action plan focuses on ensuring that Smart Grid information. i
deployments use a comman format and have common meaning for time data so  |Expected Outputs: [EEE C37.118.2 {updated version), [EC 61850-90-5, and IEEE
that the applications are readily interoperable. The approach will determine C37.238.
13 detailed requirements for Smart Grid applications and in particular, for Date: 2011.
synchrophasor measurements used to monitar conditions in the transmission grid.
Additionally, the plan tasks cover harmonizing the differences in time data formats
used by Smart Grid standards, promoting rapid prototype development and
interoperahility testing, and developing guidelines on how to achieve uniform time
stamping throughout the Smart Grid. Since the IEEE PSRC WG HT work on
developing a profile for accurate time synchronization for power system
applications is supported by [EC TC57 WGID, ne harmonization is required here,
The current activities in the WG are driven on one side by the reguirements of
PMUs and on the other side by the requirements for accurate synchronization of
instrument transformers in a substation that are transmitting sampled values as &
stream of data for protection and control applications. The PAP13 WG will interact
with the [EEE working group by developing the requirements for the different
applications of Smart Grid, by contributing technical work and by supporting
demonstration activities. In addition, several other aspects need to be considered
like loss of synchronization, dealing with synchronization islands and
resyrnchronization. Calendar models are required. Alse, other mechanisms for time
synchronization using the global positioning system (GPS) or inter=range
instrumentation group (IRIG-B) approaches need to be discussed.
2012/2/10 49
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This plan will define strategies for integrating standards across different utility Transmission nnd Distribution Power Systems Model Mapping

environments to support various real-time grid operations (relay, sircuit breaker, |Scope: PAP14' s work defines strategies for integrating standards across different
transformer operations) and back-office applications for customer services, meter |environments to support different real-time and back-office applications. Strategies
data and billing, and other business operations. The work must be completed on an|call for defining key applications and evaluating the available standards for meeting

ageressive schedule to enable ready nteroperability of engoing Smart Grid the requirements of such applications. Modeling of the electric power system,

deployments funded by federal and industry investments. multifunctional Intelligent Electronic Devices (IEDs), and definition of standard

Maodeling of the electric power system, multifunctional Intelligent Electronic methads for reporting events and exchanging relay settings will meet the
14|Devices {(IEDs), and definition of standard methods for reporting events and requirements for improvements of the effisiency of many protestion, control,

exchanging relay settings will enable improving the efficiency of many protection, |engineering, commissioning, and analysis tasks. Field equipment can supply the raw
control, engineering, commissioning, and analysis tasks. Tasks include identifying |data for ohjects and measured parameters used across the enterprise based on the
issues that stand in the way of harmonizing potentially conflicting standards and  |standard models and file formats defined.

identifying information requirements for relay settings in the Smart Grid. Some of |Expeated Outputa: updates to [EC 61850, IEC 81370, [EC 61968, [EEE ©37.238,

the tasks identified for this action plan overlap with those in PAP 08 "Develop IEEE ©37.237, and MultiSpeak vi1-v4.

Common [nformation Model (CIM) for Distribution Grid Management,” and are Date: 2011,

covered by it as noted in the objectives given below.

Several power line-based communications technologies are being considerad for  |Harmonize Power Line Carrier Standards for Appliance Communications in the
appliances, meters, and PEV sommunications in and across the sustomer Home

premises. Relevant standards include ITU G.Hn (HomeGrid), IEEE P 1901 Scope: The goal of this PAP is to enable the development of an interoperable
(HomePlug™), and ANSI/CEA 709.2 (Lonworks™). However, these technologies are |profile containing common features for home appliance applications where the
currently not interoperable and may not coexist successfully, and their operation |resulting implementation of this profile leads to interoperable products.

15]in proximity may cause harmful mutual interference, Given the Expected Outputs: Updates to relevant standards including ITU G.Hn (G.8960,
cost, complexity, and physical constraints of the medium, it |5 imperative that (G.9961, 3.8972), IEEE P1801 (HomePlug ™, High Definition Power Line
coexistence and some interoperability be achieved. The purpose of this PAP is to |Communication (HD-PLC™), and Inter-System Protocol ([SP)), and ANSL/
achieve that resolution. Consumer Elestronics Association (CEA) 709.2 (Lenworks™).
Date: 2011.
Izl Wind Plant Communioations
Scope: The goal of PAPI16 is development of a wind power plant communications
16 standard.
Expected Qutput: [EC 61400-25, Wind Plant Communications, based an I[EC 81850.
Date: 2011.
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Faollity Smart Grid Information Standard
Scope: This priority action plan will lead to development of a data model standard
to enable energy—consuming devices and control systems in the customer premises
to manage electrical loads and generation sources In response to communication
with the Smart Grid.

It will be possible to sommunicate information about those electrical loads to

17 utilities, other electrical service providers, and market operators.

This PAP will leverage the parallel PAP10 effort and other related activitias and
madels, such as IEC CIM, SEP 2.0, IEC 61850.7-420, and PAPs 3, 4, and 9.
Expected OQutput: Development of an ANSI-approved Facility Smart Grid
Infarmation Standard that is independent of the communication protocal used to
implement it

Date: 2011.

il SEP 1.x to SEP 2 Transition and Coexistence

Scope: This action plan focuses on developing specific requiraments to allow the
coexistence of SEP 1.x and 2.0 and to support the migration of 1.x implementations
to 2.0. Because it is a deployment-specific issue, the PAP will not address whether
new deployments should be T.x or 2.0. The affort assumes |.x in the fisld as the
starting point and assumes that the meters themselves are capable of running SEP
I8 1% or 2.0 via remote firmware upgrade.

Expected OQutput: The PAP has produced a white paper summarizing the key
issues with migration and making specific recommendations and a requirements
document to be submitted to the ZigBee Alliance for consideration in developing
the techrology—specific recommendations, solutions, and any required changes to
the SEP 2.0 specifications themselves.

Date: 2011.
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